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Child Exploitation Investigations 101
Kathleen Nolan, Senior Attorney

Kathleen Nolan, Senior Attorney
Kathleen.Nolan@zeroabuseproject.org

a program of

This project was supported by Award #2019-CI-FX-K006 awarded by the Office of Juvenile 
Justice and Delinquency Prevention, Office of Justice Programs, U.S. Department of Justice. The 
opinions, findings, and conclusions or recommendations expressed in this program are those of 

the author(s) and do not necessarily reflect those of the Department of Justice.

Disclaimer

• The following is not intended to constitute legal 
advice.

• Always consult your local prosecutor or attorney 
for guidance.

• Credit to Victor Vieth, Robert Peters and Zero 
Abuse Project team members for significant 
content and research contributions.
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Agenda

• Foundations of Child Exploitation Investigations

• Plan to Win: Build the Best Team

• When a Child Speaks: Victim Statements in an 
Exploitation Investigation

• Digital Evidence 

• Suspect Statements 

• Corroboration

• Case Study: People v. David J. VonBergen

Foundations of Child 
Exploitation Investigations

Child Exploitation Investigations

• Every child abuse case has technological components, 
known or unknown.

• The starting point of technology-facilitated crimes 
against children investigations varies
– Outcry of child victim
– Proactive undercover operation
– Concerning social media post or message to peer
– Report by school personnel or caregivers
– CyberTipline report by citizen or company
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Anatomy of a CyberTipline Report

Child Exploitation Investigations

Child Exploitation Investigations

https://www.missingkids.org/gethelpnow/cybertipline
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Child Exploitation Investigations

• In 2017, NCMEC published “The Online Enticement of 
Children: An In-Depth Analysis of CyberTipline Reports.

• Analyzed 5,863 CyberTipline reports from January 1, 2015 
through December 31, 2015 to analyze patterns and trends 
of victimization. 

• What was learned
– About the child victims

– About the reported offenders

– About the reporting entities

– About offender’s goals

– About offender’s methods

https://www.missingkids.org/content/dam/missingkids/pdfs/
ncmec-analysis/Online%20Enticement%20Pre-Travel1.pdf

About the Child Victims

• Majority of reported child 
victims were girls (78%)

• Almost 1 in 4 reports (23%) 
indicated that the offender 
had additional child victims 

• 9% indicated the child 
victims had vulnerabilities 
prior to or at the time of the 
report
– Mental health, developmental 

disorder, history of online 
exploitation, history of abuse

https://www.missingkids.org/content/dam/missingkids/pdfs/n
cmec-analysis/Online%20Enticement%20Pre-Travel1.pdf

About the Reported Offenders

• Majority were male at 82%; 9% were female. Other 9% 
could not be determined.

• Age range of early teens to late 70s.

• 98% of reported offenders were seemingly unknown 
to the children in real life while 2% were likely known.

• Of the likely known offenders, 53% were indicated as 
family members and over half (56%) were identified as 
male. 38% were identified as female.  

https://www.missingkids.org/content/dam/missingkids/pdfs/
ncmec-analysis/Online%20Enticement%20Pre-Travel1.pdf
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About the Reporting Entities

• Internet companies were the 
most frequent reporter to the 
CyberTipline (71%).

• For both boys and girls, 
internet companies were the 
most common reporter 

• Younger children were 
significantly more likely to 
have a parent/guardian 
report on their behalf, older 
children were significantly 
more likely to have an Internet 
company report for them.

https://www.missingkids.org/content/dam/missingkids/pdfs/
ncmec-analysis/Online%20Enticement%20Pre-Travel1.pdf

About the Offenders Goals

• Most common goal was sexually 
explicit images of children (60%).  
32% wanted to meet and have 
sexual contact with children

• For known offenders, the goals 
were more commonly sexual 
contact (40%) or financial gain 
such as trading images or 
content (29%)

• 24% indicated images were sent, 
61% of those images were 
sexually explicit

https://www.missingkids.org/content/dam/missingkids/pdfs/
ncmec-analysis/Online%20Enticement%20Pre-Travel1.pdf

About the Offenders Goals

https://www.missingkids.org/content/dam/missingkids/pdfs/ncmec
-analysis/Online%20Enticement%20Pre-Travel1.pdf

Source: missingkids.org
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About the Offenders Methods

• Engaging in sexual conversation as a grooming method 
was the most popular method at 34%.

• 33% asked child for sexually explicit images.

• 29% developed a positive rapport through shared interests 
or compliments and praise.

• 23% sent unprompted sexually explicit images of 
themselves

• 20% off offenders pretended to be younger.

• A small percentage (8%) offered something in exchange for 
fulfilling the goal like gifts, money, ect.

Source: missingkids.org

Plan to Win

Best Practices

• Immediate response

• Specialized units 

• Use CACs

• Highly trained forensic 
interviewers

• Involve prosecutor early 
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MDT investigation protocol  

An immediate response 

• Always have 
investigators, social 
workers and 
prosecutors with 
specialized training 
on call 

Limited investigators involved
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Limited prosecutors involved 

NSVRC, Best Practices for Prosecution

“Vertical prosecution is recommended in all sexual assault
cases. Vertical prosecution of sexual assault cases means
the same prosecutor, who has specialized training in
sensitive crime issues, is assigned to the case from
beginning to end. With vertical prosecution, victims are able
to work with the same prosecutor and investigator from the
time potential charges are first reviewed through the
sentencing of the offender…”

–National Sexual Violence Resource Center

Vertical prosecution

• Improves conviction rates
• Reduces victim trauma
• Provides more consistent, appropriate sentencing.

“It is therefore considered best practice.” 
–National Sexual Violence Resource Center
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When a Child Speaks: 
Victim Statements in Exploitation Investigations

Forensic interview as roadmap 

Corroboration And Photos 

• Ten tips for 
corroborating child’s 
statement

• In exploitation cases, get 
as much detail as 
possible of all the 
possible places forensic 
evidence may be  

Victor I. Vieth, When the Child Has Spoken: Corroborating the 
Forensic Interview, 2(5) CENTERPIECE 1 (2010)
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Closely Examine The Victim’s Statement

• What digital 
evidence will exist?

• Grooming
– Messages, texts, chats

• Pictures
– Of victim
– Of suspect

• Location data
– Where did this happen?
– Use tech to prove

• Medical

Closely Examine The Victim’s Statement

• Why does this matter in an exploitation case?

• Victim’s statement may be necessary to fill in the gaps 
of your digital evidence

• Exploitation may only show evidence of grooming.  
There may not be digital evidence of what happened 
when they went “offline”.

January 10, 2017 10:55 PM

From: Michael Weis 
To: K. S.
“You think your mom would let you play hookie tomorrow 
so you can let it cool down?

From: Michael Weis
To: K. S. 
“And I can talk to an admin at the school to keep an eye on 
it without those other people knowing, etc”
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January 22, 2017 8:23 PM

From: Michael Weis 
To: K. S.
“add me on Snapchat punk”

From: Michael Weis
To: K. S. 
“chaosloc81”

Total Messages Exchanged

January 575

February 460

March 132

Total 1167

Hearsay Evidence

• Is your victim’s statement hearsay?
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Hearsay Evidence

What is Hearsay?

Hearsay Exceptions

• Confrontation Clause is triggered if statements are 
testimonial

– Crawford v. Washington, 541 US 36 (2004) and progeny

• Availability of declarant immaterial – IF no 
confrontation clause issue
– “Statements by very young children will rarely, if ever, implicate 

the Confrontation Clause.” 
o Ohio v. Clark, 135 S.Ct. 2173, 2181-82 (2015). 

Statements for Medical Diagnosis

• “Statements made for purposes of medical diagnosis 
or treatment and describing medical history, or past or 
present symptoms, pain, or sensations, or the 
inception or general character of the cause or external 
source thereof insofar as reasonably pertinent to 
diagnosis or treatment.” 
– FRE 803(4)
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When You Hit a Brick Wall…

• “Catchall,” “tender years,” or “residual” exception to 
the hearsay rule

• Statutory exception FRE 807

– Statement has guarantees of trustworthiness;
– More probative than other evidence; and 
– Proponent gives notice of intent to offer statement

Idaho v. Wright, 497 U.S. 805 (1990)

• A child’s hearsay statement may be admissible 
under the residual exception if deemed “reliable”

• Reliability is based on the “totality of the 
circumstances”

• When examining the totality of the circumstances, 
“the relevant circumstances include only those that 
surround the making of the statement and that 
render the declarant particularly worthy of belief.”

Residual or “Catch All” 

• Play and gestures 
during disclosure

• Developmentally 
unusual sexual 
knowledge

• Child appropriate 
terminology

• Idiosyncratic detail 
(smell, tastes, etc)

• Statement against 
interest

• Motive to fabricate

• Child disagrees or 
corrects interviewer

• “Spontaneous” 
statements
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Digital Evidence

Cell Site Location Information

• “Cell phones perform their wide and growing variety of 
functions by continuously connecting to a set of radio 
antennas called “cell sites.” Each time a phone 
connects to a cell site, it generates a time-stamped 
record known as cell-site location information (CSLI).”
– Carpenter v. United States, 138 S. Ct. 2206, 2208 (2018)

• Includes latitude and longitude information

• Could introduce via investigator testimony or…

Cell Site Location Information

Credit: COMMENT: The Admissibility of 
Cell Site Location Information in 
Washington Courts, 36 Seattle U. L. Rev. 
1473, 1473

Credit: NW3C, Perphound tool, nw3c.org 
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License Plate Reader (LPR)

Source: The Intelligencer, 9/9/2020

Wireless Router

• “The potential for an 
offender to have a 
mobile device on his or 
her person, who 
connects to a Wi-Fi 
network, may afford 
evidence to place them 
at a scene, at a 
particular time.” 

• (What devices are 
connected?

Source: Blackman et. al

Wearable tech
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Internet of Things – IACP 

Any App
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Suspect Statements

Interviewing Considerations

Classify your suspect:

• Develop rapport accordingly.

• Interviewer dominance reduces cooperation, 
lowers confession rate. (Kebbell)

• Discuss their background.

• Expect minimization, moralism, and blame-shifting.

Corroboration often leads to confession

• Corroborating 
evidence more than 
DOUBLES confession 
rates

• Reduces child stress 
during court processes

• “A powerful predictor 
of charging”

Sources: Lipovsky (1994); Walsh, Jones, Cross & Lippert (2010)
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Corroboration

Corroboration And Photos 

• Use child’s statement 
and forensic evidence to 
find the crime scene.

• Do it as soon as 
possible.

Victor I. Vieth, Picture This: Photographing a Child Sexual 
Abuse Crime Scene 1(5) CENTERPIECE 1 (2009)

There Is Always A Crime Scene

• Photograph the crime scene 
– Can help the child testify (“In the kitchen”, “on the patio”)

o Corroborates account, increasing credibility
o Shows position and posture to support statement.

• Document scene from perspective of victim

• Bring crime scene to life

• Juries like to look at things
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There Is Always A Crime Scene

• 4-year-old discloses sexual abuse to mom.  19-
year-old step-brother is perpetrator.

• Victim tells mom it happened when they lived in 
the yellow house. 

• Officer makes initial report, records the information 
about the yellow house but no additional follow up.

• AGs office involved, we go and find the yellow 
house.

Prior Bad Acts

• Men who molest girls 
average 19.8 victims

• Men who molest boys 
average 150.2 victims

• Why might it be easier 
to sexually abuse a boy?

• “Evidence of abuse 
against another child 
was also strongly 
related to confession.”

Abel, et al; Lippert, Cross, et al (2010)
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Rule 404(b), Other Crimes Evidence

• Rule 404(b) admissible purposes: proving motive, 
opportunity, intent, preparation, plan, knowledge, 
identity, absence of mistake, lack of accident. FRE 404(b)

• IL: 725 ILCS 5/115-7.3 “Evidence in Certain Cases”
– Evidence of defendant’s commission of other sex offenses

• Where to find other crimes evidence:
– Child Protection reports
– Police Reports
– Employment records
– Family members

• Be proactive

Medical evidence in sexual abuse cases  

• Physical examination 
positive findings no 
better than 3%

• Mental and medical 
health benefits to child 
(ACE) 

• Hearsay exception: 
statements made for 
medical diagnosis or 
treatment

Kaplan, et al

Case Study
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Case Study

• David J. Vonbergen

• Prior Conviction
– UCMJ Article 134-Y2-CP

– Convicted 09/20/2001

• Cybertip regarding 
internet P2P file 
sharing

• FBI Task Force and 
MCSO 

• Search Warrant 
executed at residence

Case Study
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“Tutu” Video

Case Study

Case Study

• Forensic investigation 
continues

• Tutu video found

• Interview of mother

• CAC interviews 
conducted

• 8-year-old twin girls

• What do they say?
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Case Study

• Detectives continue 
forensic analysis of the 
digital items located at 
the scene.

• Computer was 
downloading 5 videos at 
time of SW.

• Further analysis finds 
approx. 50 more videos 
and hundreds of images.

• Memory card

Case Study

• Corroboration
– Use what we have and 

get creative

• Analyze the videos
– What can be identified

Case Study
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Case Study

Case Study
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Case Study

Case Study Outcome

• Charged in two separate cases
– 2014CF1889, the distribution and downloading of online CSAM
– 2014CF1969, the manufacture of the CSAM involving both E.P. and 

B.P. as well as multiple counts of Predatory Criminal Sexual Assault 
for the acts depicted in the videos.

• Motions and several pre-trial hearings.  

• Victims never disclosed any abuse.
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Case Study Outcome

• Agreed to plead guilty to several counts and be 
sentenced by the judge.  

• As charged, sentence would have been natural life 
after trial because of two victims.

• Decision to offer plea based on trial considerations.

• Did not find any evidence the manufactured videos 
were distributed and to date have not been the 
subject of a CyberTip.

Case Study Outcome

Source: Riverbender.com, 1/6/17

Case Study Sidenote

• Several videos recovered that appeared to have been 
taken using a hidden camera in the bathroom.  

• Who were they for?  One theory…
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Source: The Alton Telegraph 1/7/16 

Case Study Sidenote

Source: The Alton Telegraph 2/17/18

Case Study Sidenote
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Resources

Resources

• Kloess, et al (2015) A Qualitative Analysis of Offenders’ 
Modus Operandi in Sexually Exploitative Interactions 
With Children Online
dx.doi.org/10.1177/1079063215612442

• Registering and Tracking Sex Offenders
www.theiacp.org/resources/policy-center-resource/sex-offenders

• Zero Abuse Project Training Catalog
www.childhelp.org/trainings/

• FBI Resources
www.fbi.gov/resources
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Training Opportunities

Explore upcoming Trainings & on-demand Webinars
www.zeroabuseproject.org/trainings

Contact Us
www.zeroabuseproject.org/contact

Subscribe to Emails
www.zeroabuseproject.org/join

Kathleen.Nolan@zeroabuseproject.org
www.zeroabuseproject.org


